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Introduction 
Value of big data is clearly understood by companies and 

organizations, as they have seen unprecedented benefits of using 
big data for decreasing expenses, finding new innovation avenues, 
adding revenue and launching new products and services (Bean, 
2017). Companies, who are extracting information and value from 
big data, use personal data of individuals, as well as non-personal 
data. However, companies’ use of personal data, including within 
the context of big data, is regulated by data privacy(privacy) laws.  

Although, there are privacy laws which should limit the 
collection and use of personal data, individuals’ trust in the 
companies who are collecting and using personal data is thought-
provokingly low. As brought to the attention of public by the 
European Commission’s (EC) Factsheet re: The European Union 
Data Protection Reform and Big Data, only 24% of Europeans 
have trust in online businesses such as search engines, social 
networking sites and e-mail services(European Commission, 
2017).  

European Union’s (EU) response to what more could be done 
against the threats to privacy, while not impeding the ever-
innovative data driven economy, is the General Data Protection 
Regulation (GDPR), which has taken effect on 25 May 2018 
(European Union, 2016). GDPR is a legislative vanguard with its 

introduction of new data privacy rights and unprecedented scope, 
one of which is the territorial reach. GDPR’s territorial scope is 
unprecedented, as it mandates companies, which are settled 
outside the EU, to comply with GDPR as well. GDPR applies to 
companies who are processing personal data of individuals: 

• by monitoring their behaviour taking place in the EU; or   
• while offering goods and services(whether free or not) to 

these individuals in the EU. 
While drafting the GDPR, European Parliament, Council 

and Commission (trilogue) took EU citizens’ sentiments on data 
privacy into great consideration. European citizens’ desires 
included to have more control over flow of their data. 
Eurobarometer 431 on Data Protection, the special public opinion 
survey of the EC, lays out the citizens’ sentiments regarding 
personal data autonomy in the online world: 81% of Europeans 
feel that they do not have complete control over their personal 
data online (“Special Eurobarometer 431”, n.d.). The same survey 
also shows that: “Two-thirds of respondents who use the Internet 
(67%) say it is important to them to be able to transfer personal 
information that was stored and collected by the old provider to 
the new one when they change online service providers, with 28% 
saying this is very important, and 39% saying it is fairly 
important.”. 
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GDPR’s potentially most disruptive response to European 
citizens’ need for increased personal data autonomy is “Right to 
data portability”(RTDP). IAPP-EY Privacy Governance Survey 
2017 lists RTDP as the most-difficult compliance obligation in 
GDPR (IAPP-EY, n.d.). RTDP, introduced by the GDPR as a 
right to receive and transmit certain personal data concerning the 
individuals, initiates a new chapter in the future of data privacy.  

GDPR, with its global applicability, stipulates alarming 
penalties for infringements regarding RTDP with administrative 
fines up to 20,000,000 EUR, or in the case of an undertaking, up 
to 4 % of the total worldwide annual turnover of the preceding 
financial year, whichever is higher.  

Most importantly, RTDP is a new right introduced by GDPR 
and there are not any rights similar to RTDP under other privacy 
frameworks around the world except for the brand-new California 
Consumer Privacy Act of June 2018 which also includes a right to 
data portability (Wang, Y., & Shah, A., 2018). Therefore, data 
privacy professionals need clarification on how to apply this right 
as there are many questions about how to implement RTDP 
effectively, especially considering related technical challenges 
(Bozdag, 2018). On the other hand, both Article 29 Working 
Party(WP) and Information Commissioner’s Office(ICO) refer to 
midata initiative in the United Kingdom(UK) as an application of 
RTDP (Article 29 Data Protection Working Party, 2017; 
Information Commissioner’s Office, n.d.b). We believe it is critical 
for practitioners to analyze exemplary applications of RTDP so 
that they can understand what is considered as compliant with 
RTDP under GDPR. In our paper we aim to examine whether 
midata is actually compliant with RTDP as the WP and ICO 
suggests, by analyzing RTDP provisions, relevant WP, ICO and 
midata documents and comparing our findings. We believe our 
findings are substantial for understanding WP and ICO’s 
guidelines and therefore application of RTDP. 

What is Right To Data Portability? 
RTDP is the right of the individuals (data subjects) that 

allows them to receive and/or transmit to another data controller 
the personal data which they have previously provided to a data 
controller.  RTDP’s scope requires data controllers that are going 
to provide data back to data subject or another data controller, as 
requested by data subject, to be in a structured, commonly used 
and machine readable format. 

It should be noted that RTDP is only available for data 
subjects when requested data have been obtained by data 
controller by data subject’s consent or for the performance of a 
contract. Data that have been obtained by relying on other lawful 
basis for processing personal data, stated under Article 6(1), are 
outside the scope of RTDP such as where processing is permitted 
when it is necessary for compliance with a legal obligation. 

Moreover, RTDP applies only to data provided to a data 
controller by data subjects; however, the scope of ‘provided to a 
data controller’ should be considered in broad terms. Since if 
personal data are obtained by observation of data subject’s 
activities (such as tracking individual’s website usage history), then 
this data should be considered as provided by data subject as well. 

RTDP aims to allow data subjects to freely make the choice 
regarding who can use their data, so that data may roam between 
competing service providers and are not ‘locked in’ by data 
controllers.  

Ar ticle 29 Working Par ty & Information 
Commissioner’s Office and their Guidelines 

Article 29 Working Party(“WP”) was set up under Article 29 
of Directive 95/46/EC. It is an independent European advisory 
body on data protection and privacy(European Union, 1995). Its 
tasks are described in Article 30 of Directive 95/46/EC and 
Article 15 of Directive 2002/58/EC (European Union, 1995; 
European Union, 2002). One of which is, providing guidelines to 
the public on matters relating to the protection of persons with 
regard to the processing of personal data and privacy in the 
European Community. Although, The European Data Protection 
Board (EDPB) will replace the WP as of 25 May 2018, WP has 
published two versions of the guidelines on RTDP in line with its 
responsibilities. The first version of the guidelines on RTDP was 
adopted on 13 December 2016. The revised version (WP 
Guideline) has been adopted on 5 April 2017. For the purposes of 
this paper we have examined revised WP Guideline which is 
corrected compared to its first version. Moreover, during its first 
plenary meeting the European Data Protection Board endorsed 
the GDPR related WP Guidelines including revised version of the 
guideline on RTDP. 

Information Commissioner’s Office (ICO) is the independent 
regulatory office of the United Kingdom with the Information 
Commissioner being appointed by the Crown, it also provides 
guidelines regarding matters relating to the protection of persons 
with regard to the processing of personal data and 
privacy(Information Commissioner’s Office, n.d.c). ICO has 
published on its site  “Guide to the General Data Protection 
Regulation”(ICO Guideline), ICO Guideline’s raison d'etre is 
stated as “explaining the provisions of the GDPR to help 
organisations comply with its requirements”, while its audience is 
determined as “for those who have day-to-day responsibility for 
data protection”, meaning data privacy professionals(Information 
Commissioner’s Office, n.d.a). RTDP has been included in the 
ICO Guideline to further clarify how this new right should be 
interpreted by data privacy professionals.  

WP Guideline and ICO Guideline both aim to clarify RTDP 
by providing further explanation on elements of data portability, 
when does data portability apply and how should data portability 
be provided. Various scenarios are provided among these 
explanations; on the other hand, midata is the only application of 
RTDP referred to by both documents. 

midata 
midata started out as a voluntary arrangement covering 

regulated sectors, with the intent of providing consumers better 
choices and providing a new platform for business innovation. 
Focused on providing price comparisons for customers to boost 
competition, midata requires participating companies to give 
consumers access to their data in a machine-readable and reusable 
format. Since midata initiative is a voluntary scheme, none of the 
businesses are forced in to participating. 

Although, midata started out as an ambitious initiative with 26 
companies (including companies such as British Gas, MasterCard 
and Google) publicly announcing their support for the 
government plan, most of these companies haven’t taken any part 
in the implementation of this initiative.    

midata is currently synonymous with its application in the 
banking and energy sectors due to its limited practice outside of 
these sectors. Moreover, there is not a voluntary code of practice or 
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a similar document available for a consistent application of midata 
besides the midata initiative for personal current accounts. 
Furthermore, while giving midata as an example, WP Guideline 
hyperlinked the official page for midata initiative for personal 
current accounts. Therefore, we will decode midata’s application for 
personal current accounts to determine whether midata is actually 
compliant with the GDPR, WP Guideline and ICO Guideline, 
and if so what lessons could be taken for RTDP’s real world 
applications. 

Midata For Personal Current Accounts 
midata account scheme allows consumers to download their 

personal consumption and transaction history for their personal 
current accounts(‘PCA’) from their account providers, which can 
then be uploaded to price comparison sites to reveal which 
account providers offer a better deal. PCA midata initiative also 
aims to provide consumers a better understanding of their 
spending habits. It should also be noted that PCA midata files can 
provide a detailed picture of an individual’s personal life and thus 
should be dealt with utmost care for its security and privacy. 
Therefore, PCA midata file downloads are available via secure 
online banking channels. 

http://www.pcamidata.co.uk hosts the key industry documents 
for the PCA midata initiative(“Midata for personal current 
accounts”, n.d.). “Voluntary code of practice” sets out the best 
practice for account providers and comparison providers that wish 
to participate (“Midata Personal Current Account Comparison 
Voluntary”, n.d.). “Voluntary code of practice – consumer 
summary” is an overview of the voluntary code of practice 
specifically aiming consumers(“Midata Personal Current Account 
Comparison Voluntary”, n.d.). “midata file content standard” 
standard sets the content and format that account providers should 
use in their midata files (“Midata minimum standard”, n.d.). These 
documents (hereinafter together referred to as “PCA documents”) 
are prepared to ensure PCA midata initiative’s application is 
consistent and the account holders’ privacy and security are 
protected. 

PCA documents have been agreed by account providers and 
comparison providers participating in the PCA midata initiative, 
in consultation with the UK Government and the British Banker’s 
Association. PCA documents are prepared to set best practices for 
participating parties (account providers and comparison providers) 
and are not law. As PCA documents are voluntary industry codes, 
their application is not overseen by any regulatory authority. 

Right to Data Portability vs midata Comparison 
The UK’s Data Protection Act 1998(DPA) has been taken into 

consideration while preparing the PCA documents and standards. 
Accordingly, The UK Government took DPA into great 
consideration every step of the midata initiative as can be seen 
from Privacy Impact Assessment Report prepared by the 
Department for Business Innovation & Skills. However, it should 
be noted that the DPA is based on GDPR’s predecessor Directive 
95/46/EC and has no rights like RTDP within its context. 

Methodology 
We used open, axial and selective coding (Urquhart et al., 

2010) to compare and explain the relationship between PCA 
midata documents and WP, ICO guidelines. 

First, we scanned through PCA midata documents, WP and 
ICO guidelines and created tentative labels for provisions and 

phrases in these documents. These labels were created just based 
on the meaning we extracted from the wording.  

Secondly, we used axial coding to identify the relationship 
among the tentative labels, which we have obtained using open 
coding, under the name comparison subject. 

Finally, we have grouped the relationships, which we have 
identified among PCA midata documents and WP, ICO 
guidelines, as compatible and incompatible elements.  

Relevant provisions and phrases grouped according to their 
compatibility and relationship with one another without their 
tentative labels can be seen in Table 1. 

Roles 
For the purpose of easily explaining this comparison we would 

like to state how roles correspond to one another: 
• Data controller and data subject are roles that exist in 

current (GDPR) and previous European data privacy 
legislation (DPA). Data controller refers to the natural or 
legal person that determines the purposes and means of the 
processing of personal data. Data subject is the natural 
person  which is identified or identifiable through his/her 
‘personal data’.  

• As the account provider is the data controller which 
determines the purposes and means of the processing of 
personal data of account holders, data controller that 
answers a data portability request (referred to as such by WP 
Guideline and ICO Guideline) corresponds to the account 
provider for the PCA midata initiative; 

• As the comparison providers determines the purposes and 
means of the processing of personal data of account holders 
after they receive personal data, “receiving” data controllers 
(referred to as such by WP Guideline and ICO Guideline) 
correspond to the comparison providers for the PCA midata 
initiative.  

• “Data subject”, correspond to the user/account holder/
consumer. 

(see Table 2) 

Compatible elements  

Accuracy of data to be provided 
WP Guideline states that data controllers answering a data 

portability request do not have an obligation to check and verify 
data’s quality before transmission; it is also noted that all data 
should already be accurate, and up to date, according to the 
"Principles relating to processing of personal data" stated under 
Article 5 of the GDPR.  

Account providers are required to employ best endeavours to 
ensure the accuracy of midata files according to the PCA 
documents. 

Utilizing commonly used open format  
WP Guideline suggests, where no formats are in common use 

for a given industry or given context, data controllers answering a 
data portability request should provide personal data using 
commonly used open formats such as XML, JSON, CSV.  

XML, JSON, CSV are also given as an example in the ICO 
Guideline as examples of structured, commonly used and 
machine-readable formats that are appropriate for data portability. 

IMISC 2018 Conference Proceedings  84



5th International Management Information Systems Conference October 24-26 2018, Ankara

CSV is the format of the PCA midata files that account 
providers should make available according to the “midata 
minimum standard” document. 

Informing users/data subjects about security risks 
WP Guideline and ICO Guideline draw attention to the fact 

that by retrieving personal data to their own systems, data subjects 
increase security risks. While it is noted that data subjects are 
responsible for taking the measures against cyber risks in their 
own systems, it is also stated data controllers should warn data 
subjects regarding such risks so that subjects may take the 
necessary steps to protect the data which they will receive.  

Account providers are required to provide consumers with a 
description of risks that could arise in accessing their current 
account information as stated by PCA documents. 

(see Table 3) 

Incompatible elements 

Time element of informing users/data subjects 
WP Guideline and ICO Guideline explains that in order to 

comply with the new RTDP, data controllers are required to 
inform data subjects regarding the existence of RTDP “at the time 
where personal data are obtained”.   

Account providers are required to make the PCA midata 
service easy to find.  

Distribution of roles for data minimization 
WP Guideline, further explain that the “receiving” data 

controller is responsible for ensuring that the data provided for 
RTDP are relevant and not excessive with the purposes of the new 
data processing  which the “receiving” data controller will handle. 
This is further explained in the WP Guideline with an example: 

“Similarly, where a data subject requests the transmission of 
details of his or her bank transactions to a service that assists in 
managing his or her budget, the receiving data controller does not 
need to accept all the data, or to retain all the details of the 
transactions once they have been labelled for the purposes of the 
new service. In other words, the data accepted and retained should 
only be that which is necessary and relevant to the service being 
provided by the receiving data controller.” 

A PCA midata file is a record of only up to 12 months of 
transaction history for the customer’s PCA. The records to be 
provided by the account provider don’t go back further than 12 
months. The reason such limit has been put on the size of data 
with element of time is expressed as: 

“The data included is intended to provide the minimum 
necessary to enable informed analysis so as to reduce security risks 
and help protect the privacy of the account holder and any third 
parties mentioned in the transaction data.”  

Account providers, which are participating in the PCA midata 
initiative, are required to redact or blank out certain information 
from the actual account records of the consumer while providing 
PCA midata file downloads, such as the descriptor field of each 
transaction, and consumer’s name, address, sort code or full 
account number. 

Availability of information to users/data subjects while 
closing accounts 

Working Party recommends in the WP Guideline that data 
controllers always include information regarding RTDP before 

data subjects close an account. It has been noted that, this will 
allow data subjects to take a copy of their data for later use before 
a contract is terminated and, possibly, data is deleted.  

PCA midata initiative does not require or suggest account 
providers to provide any information regarding the PCA midata 
initiative before any account closure. Moreover, PCA midata files 
are only available for open accounts; closed accounts are not in the 
scope PCA midata initiative, meaning midata is not available for 
closed accounts.  

Data receiving and direct transfer availability 
GDPR’s Article 20(1) provides data subjects with the right to 

receive the personal data concerning him or her and transmit this 
personal data to another data controller. According to Article 
20(2), a data subject has the right to transfer her personal data 
directly to another data controller, without receiving it first. 
Although, such transfer could be rejected by the data controller 
when it is not technically feasible, WP Guideline provides further 
clarification on technical feasibility:  

‘Direct transmission from one data controller to another could 
therefore occur when communication between two systems is 
possible, in a secured way, and when the receiving system is 
technically in a position to receive the incoming data. If technical 
impediments prohibit direct transmission, the data controller shall 
explain those impediments to the data subjects, as his decision will 
otherwise be similar in its effect to a refusal to take action on a 
data subject’s request (Article 12(4)).’ 

ICO Guideline states that “Individuals have the right to ask 
you to transmit their personal data directly to another controller 
without hindrance.  If it is technically feasible, you should do 
this.”. ICO Guideline provides further clarification on what would 
be considered as hindrance, by explaining hindrance as “any legal, 
technical or financial obstacles which slow down or prevent the 
transmission of the personal data to the individual, or to another 
organisation”. Moreover, ICO Guideline states that data subjects 
are at greater cyber risk by retrieving their personal data from a 
service, since data subjects’ data storage are more commonly less 
secure systems than the storage of the data controller’s service. 
ICO Guideline further underlines that data subjects should be 
made aware of this situation. 

PCA documents require account providers to notify 
consumers regarding the risks that may arise from downloading 
PCA midata documents.  

(see Table 4) 

Discussions 
WP Guideline clearly states its understanding regarding that 

there might be other specific European or Member State law in 
another field also providing some form of portability of data that 
is different than the right to portability stipulated under GDPR. 
WP Guideline draws further attention to the need for assessment 
on a case by case basis, if there is such specific legislation which 
might affect RTDP. 

However, WP Guideline gives “midata”, United Kingdom 
Government’s pre-GDPR data portability project, which started 
in 2011 as part of the Government Consumer Empowerment 
Strategy, as an exemplary application of RTDP in the footnotes of 
the content under the subtitle “A right to transmit personal data 
from one data controller to another data controller”, as follows: 
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“In addition to providing consumer empowerment by 
preventing “lock-in”, the right to data portability is expected to 
foster opportunities for innovation and sharing of personal data 
between data controllers in a safe and secure manner, under the 
data subject’s control (Footnote 7) 

(Footnote 7) See several experimental applications in Europe, 
for example MiData in the United Kingdom, MesInfos / SelfData 
by FING in France.” 

Firstly, the way midata is referred to in the WP Guideline is 
incorrect. “MiData” is the abbreviation for Michigan's Integrated 
Behavior and Learning Support Initiative, which is an initiative of 
the Michigan State and irrelevant to RTDP. UK’s midata should 
have been referred to by its correct name “midata”. 

Although it could be argued that the adjective ‘experimental’ 
takes out the necessity for these exemplary applications to be 
100% compliant with the guidelines or GDPR, the extent of these 
applications’ compliance with the GDPR could have been stated 
more clearly in the WP Guideline, as it might give public and data 
privacy professionals the wrong idea regarding what can be 
construed as a compliant application of RTDP. 

Likewise, ICO Guideline refers to midata as an exemplary 
initiative for data portability: 

“Some organisations in the UK already offer data portability 
through midata and similar initiatives which allow individuals to 
view, access and use their personal consumption and transaction 
data in a way that is portable and safe.” 

ICO Guideline’s reference to midata is more straight-forward 
compared to WP Guideline, as it clearly states that UK already 
offers data portability through midata.  

On the other hand, in the Information Commissioner’s 
response to the Department for Business, Energy and Industrial 
Strategy call for evidence on implementing Midata in the energy 
sector, it was clearly stated that: 

“Government may consider that the midata provisions, in 
practical terms, will be short-lived and significantly overlap with 
the data portability requirements.” 

It is for certain that Information Commissioner is clearly 
aware of the possible mismatches of midata and RTDP; however, 
ICO Guideline’s language suggests no such awareness on its own. 

When we examined the relevant documents, we found that 
there are elements of PCA midata initiative which are compliant 
with WP, ICO guidelines. It is encouraged that data which are 
going to be provided are accurate in all documents. While 
commonly used open formats such as XML, JSON, CSV are 
encouraged to be used by WP and ICO guidelines, PCA 
documents require account providers to provide data in CSV 
format in line with WP and ICO guidelines’ suggestions.  Lastly, 
informing data subjects about security risks that could arise from 
accessing and retrieving personal data is recommended as a best 
practice in all documents. 

On the other hand, we also found that there were elements of 
PCA documents which did not match with WP, ICO guidelines 
and GDPR provisions. 

Firstly, informing data subjects regarding RTDP is a 
requirement of complying with RTDP in accordance with GDPR 
provisions as stated by WP and ICO guidelines. However, PCA 
documents make no such suggestion and only require PCA midata 
service to easy to use and find. These requirements may seem 
similar, however, for RTDP, where the personal data concerned are 
directly collected from a data subject, data controllers need to 
inform data subject about the RTDP “at the time where personal 

data are obtained”; while on the other side, account providers are 
not required to provide any information regarding PCA midata 
service at any step of data collection.  

Therefore, PCA midata service does not inform data subjects 
in time according to the GDPR and WP and ICO guidelines’ 
provisions; it can be argued that notification requirements for 
PCA midata volunteers aren’t compliant with the RTDP 
notification requirements, with time aspect. 

Secondly, WP and ICO guidelines states that it is “receiving” 
data controller’s obligation to ensure provided portable data is 
relevant to new processing activities; whereas, PCA midata file’s 
coverage is limited to 12 months of customer’s transaction history 
by the account provider, moreover, PCA midata file’s content is not 
comprised of complete data (name, address, full account number 
are censored by the account provider).  

These limits set for the PCA midata file may seem beneficial 
to the privacy of the consumer at first; however, RTDP is not only 
about data minimization but it is also about providing data 
controllers an increased sense of personal data autonomy by 
making sure that they have more control over their personal data. 
WP Guideline explains that the liability for data minimization is 
on the “receiving” data controller, since the “receiving” data 
controller is responsible for ensuring that data provided for RTDP 
are relevant and not excessive with the purposes of the new data 
processing. 

WP and ICO guidelines further clarify how this could be 
achieved by the “receiving” data controller by not accepting all data 
or retaining what is necessary after initial analysis. Asymmetrically, 
PCA documents require account providers to minimize data that 
can be downloaded by the consumer. PCA midata files hold less 
data, compared to what account providers have about their 
customers’ PCA, in terms of time period and content.  

WP Guideline’s purpose for explaining that the liability for 
data minimization is on the “receiving” data controller, is to make 
sure RTDP’s application supports the free flow of personal data in 
the EU and fosters competition between controllers. However, by 
minimizing the data which account providers are going to provide, 
without letting this data reach to the consumer or comparison 
providers, PCA midata initiative sets out a different path than 
what RTDP aims to achieve as a tool for free flow of data. 

Thirdly, WP Guideline recommends that data subjects should 
be informed about RTDP before any account closure so that they 
can receive their personal data to use later on. PCA documents 
make no such recommendation to account providers for 
information to be included about PCA midata initiative before 
account holder closes any account. This substantially effects the 
awareness of data subjects, as closure of accounts is a time which 
data subject is more than likely to receive his/her personal data. 
Furthermore, PCA documents stipulate that PCA midata 
documents are not available for closed accounts; whereas, WP 
Guideline and GDPR provisions make no such distinction, 
RTDP is available for any data provided to a data controller by 
data subjects and obtained by data subject’s consent or for the 
performance of a contract, whether this data is a part of closed or 
open account. In other words, PCA midata initiative limits the 
data that is available for download with the status of the account 
(open or closed), RTDP makes no such distinction.  

Finally, although the cyber risk notification requirements look 
the same, there is a substantial difference with RTDP and PCA 
midata initiative in terms of cyber risk and the decision which 
could be made by such notification since there is a substantial risk 
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difference between PCA midata initiative and what RTDP 
provisions require.  

RTDP allows data subject to download data and have it 
directly transmitted to a new data controller. Such direct 
transmission should be provided if it is technically feasible. 
However, PCA midata initiative requires data subjects to directly 
download data for it to be transferred to another data controller 
(comparison provider) and there is no such method for direct 
transfer. Direct transfer to “receiving” data controllers for PCA 
midata initiative is technically feasible, since downloads are already 
made through secure banking channels and APIs could be used for 
giving direct access to “receiving” data controller such data. PCA 
midata initiative’s options for obtaining data puts the privacy of 
the individual at greater risk and is not compliant with what 
GDPR stipulates for RTDP. 

We believe it is significantly misleading for midata to be 
referred as an exemplary application of RTDP in the footnotes of 
the content under the subtitle “A right to transmit personal data 
from one data controller to another data controller” of WP 
Guideline, while PCA midata initiative doesn’t offer transmission 
of personal data from one data controller to another data 
controller. 

Conclusion 
General Data Protection Regulation’s(GDPR) right to data 

portability(RTDP) will force organizations to change their data 
governance and start new streams of data flow between 
organizations processing personal data(Horn & Riechert, 2017). 
Relevant European data protection bodies, such as Article 29 
Working Party(WP), Information Commissioner’s Office(ICO) 
and European Data Protection Board, try to bring further 
clarification on this new right by publishing guidelines. These 
guidelines aim to provide privacy professionals guidance. These 
guidelines refer to midata initiative as an exemplary application of 
RTDP. Most importantly, PCA midata initiative is the only 
quantifiable application of midata initiative; furthermore, PCA 
midata documents are directly hyperlinked in the WP’s relevant 
guideline. 

After careful evaluation of PCA midata documents, which is 
the only quantifiable midata initiative for reasons we have laid 
above, we have found aspects of PCA midata documents that were 
both compatible and incompatible with RTDP, WP and ICO 
guidelines. Although accuracy of data that is going to be provided 
is encouraged to be accurate and CSV is used to provide PCA 
midata files in a commonly used open format and informing data 
subjects about security risks is required before providing data 
subjects their data, there are also elements which we found in 
PCA midata document that were incompatible with RTDP, WP 
and ICO guidelines. 

A requirement of complying with RTDP is informing data 
subjects about RTDP at the time personal data are obtained 
(where the personal data concerned are directly collected from the 
data subject), however this is not written under PCA midata 
documents. Similarly, WP and ICO guidelines require the 
“receiving” data controller to apply data minimization principles, 
whereas PCA midata documents require PCA midata files to be 
readily minimized before they are given to a data subject. 
Moreover, WP Guideline recommends data controllers to provide 
information to data subjects about RTDP before any account 
closure, while on the other hand PCA midata documents neither 
suggest nor require such information to be provided before any 

account closure; additionally, PCA midata files are not available 
for closed accounts while RTDP’s applicability does differ 
according to the accounts’ status whether they are closed or open. 
Most importantly, while PCA midata initiative only allows data 
subjects to download data, RTDP requires data controller to 
provide data subjects an option for a download by the data subject 
or a direct transfer to another “receiving” data controller.  

Considering PCA midata initiative’s incompatible elements 
with RTDP, WP and ICO guidelines, it is clear in our opinion 
that the way to address midata should have been thought more 
carefully by the WP and ICO before addressing it as an 
application of RTDP within their guidelines. While WP 
Guideline refers to PCA midata initiative as an experimental 
application of RTDP, the aspects that are compatible and 
incompatible could have been examined in detail within WP 
Guideline. ICO Guideline directly states that “some organisations 
in the UK already offer data portability through midata”, this 
wording is clearly less noncommittal than WP Guideline’s 
wording which makes ICO Guideline more in need for a change 
regarding the way midata is addressed.  

We believe that this paper could provide further insight for a 
better way to address application examples in guidelines provided 
by data privacy institutions.  
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